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Overview

General Purpose

Information and information resources are valuable assets of Molemole
Municipality and they form an important part of the operation and
management of the municipality.

This and other policies have been put into place in order to protect these
and to promote integrity, security, reliability and privacy of the entire
information infrastructure including the information and data it contains,
the network, the computers and other access devices.

Background to this Policy

Information maintained by information services within the municipality is
required to be classified in accordance with the level of protection
required and this classification is then used to determine its correct
handling as identified in other procedures.

There is legislative and standards compliance required in the handling of
sensitive data.

Scope

This policy identifies the range of sensitivities that can be applied to
information under the management and control of the municipality.

This policy does not explicitly identify the information which falls under
each of the stated levels of information and this is required to be handled
as an element of the implementation.

This policy applies to all personnel who handle or are responsible for any
sensitive information.

This policy does not include the handling of information in physical form,
where such controls are expected to be in place already. This is specific
to electronic documents. In some cases reference is made for
convenience of associated physical policies required.

This policy is referenced by all policies which concern the handling of
sensitive information, including the following situations:

e |T-05-01 : Physical Access Policy : physical access to sites where
sensitive information is kept and managed.
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6.

IT-05-03: Information and Network Security Policy: storage of
sensitive information on portable computing devices and
removable storage media as well as transmission of sensitive
information. This also includes the acceptable encryption policy.

IT-01-03: Register of Information Resources: registering the
information assets of the municipality as required and classifying
information in accordance with this policy.

Purpose of this Policy

The purpose of this policy is to provide a clear outline of the approach
for the handling of all information within the municipality in terms of its
sensitivity level.

Applicability

This Policy is applicable to the classification of information managed and
controlled by the municipality, and includes the general rules for the
handling of each level of information.

Definitions for this Policy

MISS: Minimum Information Security Standard (NIA).

Sensitive Information: this is regarded as information within the
Levels 3-6 as outlined in this document.

Classified Information: this is the same as Sensitive
Information.

Confidential Information: this includes all information classified
within the levels 4-6 as identified in this document.

References for this Policy

MISS: Minimum Information Security Standards

NOTE: The entire MISS is deemed to apply to all information
management within the municipality. What follows in this policy
document are specific elements in which the MISS has been refined or
extended.
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Definitions of Classification Levels as given in the MISS

In order to guide the process of classifying information, the MISS
provides the following structure which must be used for all information
managed by the municipality. Information which falls outside of this
scope must then be classified as Levels 1 or 2 as appropriate.

Restricted

Definition: RESTRICTED is that classification allocated to all information
that may be used by malicious/opposing/hostile elements to hamper
activities or inconvenience an institution or an individual.

Test: Intelligence/information must be classified as RESTRICTED when
the compromise thereof could hamper or cause an inconvenience to the
individual or institution.

Explanation; RESTRICTED is used when the compromise of information
can cause inconvenience to a person or institution, but cannot pose a
threat of damage. However, compromise of such information can
frustrate everyday activities.

Confidential

Definition: The classification CONFIDENTIAL must be limited to
information that may be used by malicious/opposing/hostile elements to
harm the objectives and functions of an individual and/or institution.

Test: Intelligence/information must be classified CONFIDENTIAL when
compromise thereof can lead to: the frustration of the effective
functioning of information or operational systems; undue damage to the
integrity and/or reputation of individuals; the disruption of ordered
administration within an institution; and adverse effect on the non-
operational relations between institutions.

Explanation: CONFIDENTIAL is used when compromise of information
results in: undue damage to the integrity of a person or institution, but
not entailing a threat of serious damage. The compromise of such
information, however, can frustrate everyday functions, lead to an
inconvenience and bring about wasting of funds; the inhibition of
systems, the periodical disruption of administration (e.g. logistical
problems, delayed personnel administration, financial relapses, etc) that
inconvenience the institution, but can be overcome; and the orderly,
routine co-operation between institutions and/or individuals being
harmed or delayed, but not bringing functions to a halt.
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Secret

Definition: SECRET is the classification given to information that may be
used by malicious/opposing/hostile elements to disrupt the objectives
and functions of an institution and/or state.

Test: Intelligence/information must be classified as SECRET when the
compromise thereof: can disrupt the effective execution of information or
operational planning and/or plans; can disrupt the effective functioning of
an institution; can damage operational relations between institutions and
diplomatic relations between states; can endanger a person's life.

Explanation: SECRET is used when the compromise of information: can
result in the disruption of the planning and fulfilling of tasks, i.e. the
objectives of a state or institution in such a way that it cannot properly
fulfil its normal functions; and can disrupt the operational co-operation
between institutions in such a way that it threatens the functioning of one
or more of these institutions.

Top Secret

Definition: TOP SECRET is the classification given to information that
can be used by malicious/opposing/hostile elements to neutralise the
objectives and functions of institutions and/or state.

Test: Intelligence/information must be classified TOP SECRET when the
compromise thereof: can disrupt the effective execution of information or
operational planning and/or plans; can seriously damage operational
relations between institutions; can lead to the discontinuation of
diplomatic relations between states; and can result in the declaration of
war.

Explanation: TOP SECRET is used when the compromise of information
results in: the functions of a state and/or institution being brought to a
halt by disciplinary measures, sanctions, boycotts or mass action; the
severing of relations between states; and a declaration of war.

General Notes Concerning the Implementation of MISS

MISS provides the framework for the classification of information and the
minimum standard that must be used within government institutions and
agencies in order that there is consistent handling of classified
information within and between the institutions.

In the context of ICT Policy Framework the MISS provides security
measures against unauthorized access to classified information.
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Document Security

6.1. For computer security to be effective, it is necessary to identify data in
terms of its confidentiality, integrity and availability.

6.2. All information, in both electronic and printed form, must be clearly
marked in terms of its classification level, since this will impact on how
the information is to be handled. For Confidential Documents (Levels 4-
6) this must be indicated on every page of a document or electronic file
as well as on the front-cover.).

6.3. Classified information must identify who is allowed access.

6.4 Classified information must be identified by a serial number.

6.5. Classified information must be tamperproof.

6.6. Confidential documents must be sent only by encrypted means and

managed by a qualified and cleared operator. All transmission records
must be logged.

Chapter 6: Communication Security

The MISS does not deal with computer and communications security
directly. It is intended that there will be a future policy concerning this.

Classified information may only be communicated via suitable encryption
means and devices.

Chapter 8: Physical Security

This must also concern the physical sites at which sensitive information
is maintained.

ISO 17799

The ISO 17799 standard identifies a generic approach to the handling of
classified information including guidelines for classification, labelling and
handling, including storage and transmission.

This is redundant considering the existence of MISS which is highly
specific to the South African situation and for government-related
documents.
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7.

Policy Statements

Information Sensitivity Levels

7.1.

7.2.

7.3.

There are six distinct levels of information identified in terms of its
information sensitivity.

¢ Level 1 : Public Information

e Level 2 : Stakeholder-Specific Information
o Level 3: Restricted Information

s Level 4 : Confidential Information

e Level 5 : Secret Information

e Level 6 : Top Secret Information

All information managed by the municipality, in any form, and with
specific reference to electronic storage and management, is required to
be classified at one of the Levels 1-6.

Information classified at levels 3-6 is regarded as “sensitive” information
and must be handled in the same way by all government institutions.
This is particularly relevant to the exchange of sensitive information
between the municipality and other government institutions.

Level 1: Public Information

7.4.

7.5.

7.6.

This is information which is outlined as PUBLIC by the Municipal
Finance Management Act (MFMA), the Municipal Systems Act (MSA)
and other municipal legislation, and which the municipality has a
responsibility to make public.

As an example, the MSA requires that the IDP of the Municipality is
made available, and the Amendment to the MFMA indicates that this
must be available on the municipal web site.

This also includes information not explicitly specified in relevant
legistation which supports the improvement of the relationship between
the municipality and the communities it serves through improved
communications.
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Level 2: Stakeholder-Specific Information

7.7.

7.8.

This is information which is specific to an identifiable stakeholder, such
as the rates account or a ratepayer.

This must be made available to the stakeholder using the various
communication processes of the municipality (including printing of
accounts and the sending of these by normal post and email), as well as
through the means identified in terms of the Promotion of Access to
Information Act.

Level 3-6: Sensitive Information

7.9.

7.10.

8.

8.1.

8.2.

8.3.

8.4.

8.5.

The handling of Sensitive Information at Levels 3-6 is described in
individual sections of this policy below.

These levels follow the sensitivity levels of RESTRICTED,
CONFIDENTIAL, SECRET and TOP SECRET as identified in the MISS.

Storage of Classified Documents

When classified documents are not in use, they must be stored in
normal filing cabinets, reinforced filing cabinets, strong rooms, safes, or
walk-in safes, as appropriate to their sensitivity level.

All keys for buildings, rooms, safes, cabinets or other storage places
where classified information is kept must be looked after with the utmost
care and effective key control must be instituted. This must include the
keeping of key registers and the safe custody of duplicate keys.

If there is a combination lock, then this must be changed at least every
three months or under suspicion that it has been compromised or any
change of responsibility whether permanent or temporary.

Precautions must be taken to ensure that the combination is not
compromised in any way, including the usage of weak combination
numbers (such as 1111 or 1234 or numbers associated with a person
such as year of birth).

When combinations are changed they must be stored in a sealed
envelope and managed in the same way as keys.



IT Policies and Procedures Manual Information Sensitivity Policy

9.

Destruction of Classified Documents

Destruction of Physical Copies

9.1.

9.2

9.3.

9.4.

9.5,

9.6.

All documents which are received or created by a government office are
subject to the Archives Act (1962), except where they are excluded. The
starting position is that all government documents are subject to the
Archives Act unless specifically excluded.

Classified documents, for which special handling is required, are also
subject to the Archives Act.

Decisions to exclude specific information from archiving must be made
by the Accounting Officer (as head of the institution) and by legal
advisors before being implemented.

Destruction must take place in a way that the information cannot be
reconstituted. Suitable methods will include burning or shredding.

Once destroyed, a cerificate of destruction must be provided by the
officer who carried this out.

Waste-paper baskets and other waste devices must never be used to
dispose of sensitive documents.

Destruction of Electronic Copies

9.7.

e

Electronic information must be destroyed by removal of all versions of
the document from all sources including backups.

Considerations for Moving of Equipment

9.8.

10.

10.1.

10.2.

When a storage device is being moved out of a secure area, all sensitive
information it contains must be destroyed before it leaves the secure
area. This specifically applies to desktop computers moved out of a
secure area which is normally protected within a locked office
environment.

Restricted Information (Level 3)

This section applies to all information which is classified at level 3 in
terms of this policy.

The term “Information” in this section applies to Level 3 and above
classifications.
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Scope of Classification

10.3. This section concems information classified as RESTRICTED in terms
of the MISS.

Marking Guidelines

104. All documents must be marked “CONFIDENTIAL" at the bottom of each
page and must be done so that this is always printed when any page is
printed.

10.5. All documents must be identified by a document serial number and
version (as appropriate) which is the same as its unique document
number in the Registry.

Access

10.6. Each unit of information must be identified in terms of which specific
people are allowed access. Where possible this can be extended to
coliections of related information. All classified information must be
made available to specified people on a ‘need-to-know' basis only and
must never be made available to others through any means.

10.7. Sites at which information is maintained must ensure effective inspection
and search of persons and containers such as briefcases.

10.8. No-one must be allowed to enter or leave with equipment or devices
which permit copying, storage or transmission of information. This
includes cell phones, laptop computers, digital cameras and memory
sticks.

Communication

10.9. This includes communication of the information via physical or electronic
means, including within the municipality.

10.10. Classified information may only be communicated via acceptable and
approved apparatus, and using necessary prescribed encryption. (MISS)

Storage

10.11. Locked filing cabinets in secure offices.

10.12. All electronic information must only be stored on secure network servers

which are encrypted and available only to identified personnel.
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10.13. The electronic storage system must ensure that only users authorised to
access specific documents or folders are permitted such access through
the electronic access control systems.

10.14. When sensitive information is created digitally (for example by a word
processing program), this will exist in the memory of the computer on
which it was created. All sensitive information must only be created on
secure servers and never on individual personal computers or insecure
network servers.

Penalty for Deliberate of Inadvertent Disclosure or Unauthorised
Destruction

10.15. Up to and including termination, possible civil and/or criminal prosecution
to the full extent of the law.

11. Confidential information (Level 4)

11.1. This section adds to the policy for Level 3 documents.
11.2. The term “Information” in this section applies to Level 4 and above
classifications.

Scope of Classification

11.3. This section concerns information classified as CONFIDENTIAL in terms
of the MISS,

Marking Guidelines

11.4. All documents must be marked “CONFIDENTIAL”" at the bottom of each
page and must be done so that this is always printed when any page is
printed.

11.5. All documents must be identified by a document serial number and

version (as appropriate) which is the same as its unique document
number in the Registry.

Access

11.6. Each unit of information must be identified in terms of which specific
people are allowed access. Where possible this can be extended to
collections of related information. All classified information is required to
be made available to specified people on a ‘need-to-know’ basis only
and must never be made available to others through any means.
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11.7.

11.8.

Sites at which information is maintained must ensure effective inspection
and search of persons and containers such as briefcases.

No-one must be allowed to enter or leave with equipment or devices
which permit copying, storage or transmission of information. This
includes cell phones, laptop computers, digital cameras and memory
sticks.

Communication

11.9.

11.10.

Storage

11.11.

11.12.

11.13.

11.14.

11.15.

11.16.

This includes communication of the information via physical or electronic
means, including within the municipality.

Classified information may only be communicated via acceptable and
approved apparatus, and using necessary prescribed encryption. (MISS)

Reinforced filing cabinets in secure offices.

All electronic information must only be stored on secure network servers
which are encrypted and available only to identified personnel.

The electronic storage system must ensure that only users authorised to
access specific documents or folders are permitted such access through
the electronic access control systems.

When sensitive information is created digitally (for example by a word
processing program), this will exist in the memory of the computer on
which it was created. All sensitive information must only be created on
secure servers and never on individual personal computers or insecure
network servers.

Electronic information must be stored under specific encryption
methods. Such information must never be stored in plaintext.

Information must never be copied onto any removable storage device
including laptop computers, CDs, DVDs, memory sticks or memory
cards, or cell phones.

Penalty for Deliberate of Inadverient Disclosure

11.17.

Up to and including termination, possible civil and/or criminal prosecution
to the full extent of the law.
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12. Secret Information (Level 5)

12.1.

12.2.

This section applies to all information which is classified at levels 4-6 in
terms of this policy.

This policy section adds to the policy statements identified for Level 4
information.

Scope of Classification

12.3. This section concerns information classified as SECRET in terms of the
MISS.

Marking Guidelines

12.4. All documents must be marked “SECRET" at the bottom of each page
and must be done so that this is always printed when any page is
printed.

12.5. All documents must be identified by a document serial number and
version (as appropriate) which is the same as its unique document
number in the Registry.

Access

12.6. Each unit of information must be identified in terms of which specific
people are allowed access. Where possible this can be extended to
collections of related information. All classified information is required to
be made available to specified people on a ‘need-to-know' basis only
and must never be made available to others through any means.

12.7. Sites at which information is maintained must ensure effective inspection
and search of persons and containers such as briefcases.

12.8. No-one must be allowed to enter or leave with equipment or devices
which permit copying, storage or transmission of information. This
includes cell phones, laptop computers, digital cameras and memory
sticks.

Communication

12.9. This includes communication of the information via physical or electronic

means, including within the municipality.
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12.10.

Storage

12.11.

12.12.

12.13.

12.14.

12.15.

12.16.

Classified information may only be communicated via acceptable and
approved apparatus, and using necessary prescribed encryption. (MISS)

Safes, strong rooms or reinforced filing cabinets in secure offices.

All electronic information must only be stored on secure network servers
which are encrypted and available only to identified personnel.

The electronic storage system must ensure that only users authorised to
access specific documents or folders are permitted such access through
the electronic access control systems.

When sensitive information is created digitally (for example by a word
processing program), this will exist in the memory of the computer on
which it was created. All sensitive information must only be created on
secure servers and never on individual personal computers or insecure
network servers.

Electronic information must be stored under specific encryption
methods. Such information must never be stored in plaintext.

Information must never be copied onto any removable storage device
including laptop computers, CDs, DVDs, memory sticks or memory
cards, or cell phones.

Penalty for Deliberate of Inadvertent Disclosure

12.17.

Up to and including termination, possible civil and/or criminal prosecution
to the full extent of the law.

13. Top Secret Information (Level 6)

13.1.

13.2.

This section applies to all information which is classified at levels 6 in
terms of this policy.

These policy statements add to the statements given for level 5
information.

Scope of Classification

13.3.

This section concerns information classified as TOP SECRET in terms
of the MISS.
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Marking Guidelines

13.4. All documents must be marked “TOP SECRET" at the bottom of each
page and must be done so that this is always printed when any page is
printed.

13.5. All documents must be identified by a document serial number and
version (as appropriate) which is the same as its unique document
number in the Registry.

Access

13.6. Each unit of information must be identified in terms of which specific
people are allowed access. Where possible this can be extended to
collections of related information. All classified information is required to
be made available to specified people on a ‘need-to-know’ basis only
and must never be made available to others through any means.

13.7. Sites at which information is maintained must ensure effective inspection
and search of persons and containers such as briefcases.

13.8. No-one must be allowed to enter or leave with equipment or devices
which permit copying, storage or transmission of information. This
includes cell phones, laptop computers, digital cameras and memory

- sticks.

Communication

13.9. This includes communication of the information via physical or electronic
means, including within the municipality.

13.10. Classified information may only be communicated via acceptable and
approved apparatus, and using necessary prescribed encryption. (MISS)

Storage

13.11. Strong rooms, safes or walk-in safes.

13.12. All electronic information must only be stored on secure network servers
which are encrypted and available only to identified personnel.

13.13. The electronic storage system must ensure that only users authorised to

access specific documents or folders are permitted such access through
the electronic access control systems.
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13.14. When sensitive information is created digitally (for example by a word
processing program), this will exist in the memory of the computer on
which it was created. All sensitive information must only be created on
secure servers and never on individual personal computers or insecure
network servers.

13.15. Electronic information must be stored under specific encryption
methods. Such information must never be stored in plaintext.

13.16. Information must never be copied onto any removable storage device

including laptop computers, CDs, DVDs, memory sticks or memory
cards, or cell phones.

Penalty for Deliberate of Inadvertent Disclosure

13.17. Up to and including termination, possible civil and/or criminal prosecution
to the full extent of the law.

14. Practice Guidelines and Tips

14.1. Implementers and enforces of this policy must be wary of over or under
classification of documents.

15. Forms/ Registers

15.1. Information Sensitivity Register: which is maintained as a part of the
Information Assets Register as outlined in document IT-01-07.

16. Review and Audit
16.1. This policy will be reviewed every 3 years or should a need arise.
16.2. The enforcement of this policy will be audited as foliows:

e Correct classification of the documents in terms of the Information
Assets Register.

e Correct handling of sensitive documents in accordance with this
policy, for both physical and electronic documents.

***END OF DOCUMENT e B
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